MHTEPHET-
BE3OIIACHOCTD

MBY []O “AAT “Opuada”

boabmasg 4Yacre Hamuen IMOBCEIHEBHOU
KU3HU TaK WM MHA4Ye CBA3aHA ¢ MHTEPHETOM.
C pocToM KOJMYeCTBA OHJIAHMH-AKKAYHTOB H
MOAKJIOYEHHBbIX K HHTEPHETY YCTPOICTB
PACTYT BO3MOKHOCTH 3JIOYMbIILJIEHHUKOB,
MO3TOMY TAaK Ba)XKHO 3HAThb TMPaBHJIA
0€e30IaCHOCT B HMHTEPHETE — OHH NOMOTYT
3aIMUTUTHCH OT YI'PO3 U OMACHOCTEH!

*MaTepuasibl IOJIOTOBJIEHBI C MCMOJb30BaHHEM UHTEpHET

«JlabopaTopus Kacnepckoro». -Pexxum gocryna: https://www.kasp



OcHOBHBIE peKOMeHIaIm 110
Oe3omacHOCTM B MHTEpHeETe

MBY 4O «4JAdT» Opuada»

ITosp30BaTen VMHTEPpHETa II0ABePraroTcs LejIoMy psaAAy IIOTEeHIIMAJIbHBIX
yrpos. Bor sJMIIp OCHOBHOW CIIMCOK OIIACHOCTEN IIpv MCIIOJIb30BaAHUM

MHTepHeTa:

= Kpaxka mapeHTndmKanMoHHBIX JTaHHBIX
YTeuku naHHBIX
BpenmoHocHBIE IpOrpaMMbl M BUPYChI
OuIMHroBbIe M MOIIIEeHHYecKNe 3J1eKTPOHHbIe MycbMa
IloogmenbHBIE CaIThI
VMHTepHET-MOLIIEeHHUYECTBO
MouieHHM4YecTBO Ha cayiTax M B IPUJI0KeHMsIX 17151 3HAKOMCTB
HermpuemsieMbIlt KOHTEHT
= KwubepOyimHr
— HeBepHble HacTpoOVIKM KOHPMIeHIIMATBHOCTH

Uro0bl m30ekaTh IepeuncIeHHBIX OIIacCHOCTeV, Ba)XHO 3HaThb WM

COGJIIO,Z[&TB OCHOBHBI€ ITpaBMJjIa paﬁoTBI B MHTEpHETE.

@ VBEAWTECH, YTO BAIIIE MHTEPHET-COEOVHEHWE 3AIIUIIEHO.

VICITIOJIb3YVITE HAIEXKHBIE ITAPOJIN.

~ Hape>xHbI1 Iaposib 00/1aJaeT cjIeAyFOOIVMM CBOVICTBAMM:
OnuaEBIE: MMHUMYM 12 CIMBOJIOB, B Measle, Ja>ke OoJIbIIIe.
Comep>XuT 3arjIaBHBIE M CTPOUYHBIe OyKBbI, a TaK)Ke cIlelMajIbHbIe
CMMBOJIBI U I PBHI.
He oueBMaHBIN: B IapoJie He MCIOJIB3YIOTCSI KOMOMHAIIMM I10CIeTOBa-
TeJIbHBIX Iudp (1234) u amuuHass MHPOpManmsi, KOTOPYIO MOIYT yra-
IaTh (DaTa poXKIeHWMsI VI MM JIOMAIITHero )KMBOTHOTO).
He comep>kuT 3a1I0MMHAIONINMXCS COYMEeTaHM KIaBWIII.

*MaTepuaJibl MOATOTOBJIEHBI C UCNIOJIb30BaHUEM U
«Jla6opaTopus Kacnepckoro». -Pexxum gocrymna: https://




@ ITIO BO3MOJXHOCTMU BKIIIOYUTE MHOIOPAKTOPHYIO
AYTEHTVOUKALIVIO.

MHorocdakropHast ayTreHTMdMKaOMss - 3TO CIH0cod IIpPOBepKH

HOOJIMHHOCTY, MpM KOTOPOM [JjA JocTynma K Yy4YeTHOM 3almcu
VICIIONIB3YIOTCSI ABa win Oosiee metoma mposepkn. Hampumep, BMecTO
IpOCTOro 3ampoca WMeHWM IIOJb30BaTeIsd WIM MapojsA, IIpu
MHOT0paKTOPHOV ayTeHTM(MKAIIMIM 3alpalinBaeTcsa IOIOTIHUTEeIbHAsA

MHPOpMaIsL:

+ J1OTIOJTHUTEeIbHBINM  OJHOPA30BBIN Iapojib, KOTOPBIN cepBepPhI
ayrTeHTMdUKanmun BeO-caliTa OTHPABIAKT Ha TeldedoH WM
37IEKTPOHHYIO I10YTY.

OTBeThI Ha JIMYHBIE BOIIPOCHI 0€30I1aCHOCTMN.

OTneyarok mnanblia WIM JOpyras OmomeTpudeckass wHdopManms,

HaIpuMep, r0JIOCOBbIe TaHHBIE MJIM paclio3HaBaHMe JIMIIA.
IIOOOEP)KUBAVTE ITPOTPAMMHOE OBECITEYEHME |41

@ OIIEPALIVIOHHBIE CUICTEMbI B AKTYAJIbHOM COCTOJHUMN.

Pa3paboTumku nOCTOAHHO paboTar0oT Hajg, 0e30IIacCHOCTBI0 HPOAYKTOB,

OTCJIeXKMBasA MOCJIegHMe YIPO3bl M BbIIIycKas McOpaBJIeHMs: 0e30MacHOCTH

B CIydae OOHapy>KeHus ya3BuMocTen. Vicmosib3oBaHMe IIOCJIedHMX Bep-

CUVI OIIepAalIMOHHBIX CUCTEeM W IIPWIOKEeHUV II03BOJIsAeT IIPUMEeHATh II0-

cJIeJHWMe VICIIpaBjIeHns 0e30IacHOCTH.

@ YVBEOWUTECH, uro BEB-CAWTBI BBIIJIIOAAT u PABOTAIOT

= HAIOEXXHO.

Yo6ennurecs, uro BebG-aapec cavrra HaunHaetcst ¢ HTTPS, a vHe ¢ HTTP (S

O3HauaeT «0e30MacHBI»), M UTO B aZipeCHOV CTPOKe 0TOOparkaeTcsl 3HAYO0K

3aMKa.

Hpyrmue npusHaKM HaJe>XHOCTH caliTa BKJIFOYalOT:

«+ I'paMMaTMdecKn IIpaBWIBHBI TeKcT 0Oe3
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opdorpadpmiaecknx u MyHKTyalMOHHBIX
ommnbok. KavecrBeHHBIe Wm300pakeHMs,
COOTBETCTBYIOIIVie IIMPMHEe 3KpaHa.

OObsABIeHMs1, OpraHMYHO BINMCaHHbIE B

R BESOMACHOCTb
CTPYKTYPY CamiTa 1 He IIeperpyrKaroiine ero. B MHTEPHETE

*MaTepuasibl MOATOTOBJIEHBI C UCNIOJIb30BaHUEM UH
«Jla6opaTopus Kacnepckoro». -Pexxum gocrymna: https://




CJIEOIUTE, 110 KAKVM CCBbIUUIKAM BbI ITEPEXOOUTE.

OnyH HeOCTOPOXXHBIN IIepexol II0 CChUIKe - ¥ BallM JINYHBbIEe
JaHHBIe TIOHaJM K 3JIOyMBIIIJIEHHMKaAM WJIU  yCTPOWMCTBO
3apa3smsIoch BpedOHOCHOV Iporpammori. Ilosatomy Ba>kHO BHMMaTeIBHO
nepexoauTh MO CCbUIKAM M m30erarep oIlpejesieHHBbIX TUIOB KOHTeHTa:
CCBIUIOK W3 HeHaJe)XHbIX WCTOYHMKOB, CIIaM-COOOIIleHMI, OHJIaliH-
BUKTOPUH, K/IMKOEMTHBIX 3ar0JI0OBKOB, «0ecIlJIaTHBIX» IpPeII0OKeHUI U
He)XeJI1aTeJIbHOM peKJIaMbl.

ITpu mony4deHUM 3716 KTPOHHOIO IIMCbMA, B IO IMHHOCTU KOTOPOIO BBI
COMHeBaeTech, He IlepexoauTe MO coaep KalllMcsi B HeM CChbUIKaM M He
OTKpbIBaviTe BJIO>KEHI.

PexomeHayeTcsi BOOOIIle He OTKpbIBaTh Takme cooOmenms. Ecivi Bbl He
yBepeHbl B NOMJIMHHOCTH 3JIEKTPOHHOIO IIMCbMa, oOpaTuTech Hemocpena-
CTBeHHO K ornpasurenro. Hampumep, mo3BoHuUTe B 0aHK M cIpocure,
SIBJISIETCsI JIV IIOJTyYeHHOe COODIeHVe MO IMHHBIM.

IIpn mnpocmoTpe cavita, yOemmuTech, YTO Ilepexod IO CChLIKaM
OCyILIeCTB/ISAGTCA Ha CTpaHMIBI CO CBA3AHHBIM WIM OXXKMJaeMbIM
cogep>xuMbIM. Hanmpumep, ecsin BbI IlepexoanTe 0 cCbUIKe, KOTOpasa, KaK
BaM Ka)keTcs, BefleT Ha onmcaHue cadpapu B A¢dprke, HO BMeCTO 3TOrO I10-
nageTe Ha KJIMKOEMTHYIO CTpaHMUILYy O TOM, KaK II0XyJesI 3HaMEeHUTOCTH
WJIM Ha CTAaTBIO C 3aro/I0BKOM «I'7ie oHM cernuac?», HeMeJIeHHO IIOKMHbTE
3Ty CTpaHMILy.

~—\ OBECITEYBLTE 3AIIINUTY YCTPOVICTB.

=’ JlouTn TpeTh mIoOJIB30BaTesIeNi cMapTdOHOB He MCHOJIb3yeT IapoJin,

OJIOKMpPOBKY 3KpaHa ¥u apyrve ¢yHKIMM O0e30IacHOCTM JIsI 3aIliiUThI

TesiedpoHOB. PekoMeHayeTcss McIOJIb30BaTh MapoIy, ceKpeTHble KOObI U
Opyrue cpencrBa 0e30IIacCHOCTM, TaKMe KaK CYMTBIBaAaHME OTIIEYaTKOB
MaJIblieB MJIM TeXHOJIOTMIO pacliO3HaBaHMA JIMIIA Ha BCeX YCTPOMCTBAX: Te-
sedoHaX, KOMObIOTepax, IJIaHIIIeTax, YMHBIX HacaX, yMHBIX TeJIeBM30pax
W IPYyIMX yCTPOVICTBaXx.
PETYJISIPHO BBITIOJTHAUTE PE3SEPBHOE KOITMPOBAHME.

=" Pe3epBHOe KonMpoBaHMe JaHHBIX [IOMOTaeT MMHMMMU3VPOBATh Hera-

TUBHBIE ITIOCJIEACTBUA aTaK HpOI‘paMM-BBIMOI'aTe.TIeﬂ.

*MaTepuaJibl OATOTOBJIEHBI C UCNIOJIb30BaHUEM MHT
«Jla6opaTopus Kacnepckoro». -Pexxum gocrymna: https://




@ YIOAJIAVITE HEMCITOJIb3YEMBIE YUETHBIE 3ATIMCH.

= (Cs1a0Oble maposIn, a caiiTbl, HA KOTOPBIX OHM VMCII0JIb30BaJINCh, MOTYT
MMeTh HeHaJe)KHyI0 IIOJIMTHKY 3aluThl JaHHBIX. Kpome Toro, mo
JAaHHBIM B CTapbIXx NpOodPWIsAX COLMATIBHBIX ceTell KuOepIpecTymHUKM
MOTYT cOOpaTh O Bac pa3/JIM4YHbIe JaHHbIe, HallpuMep, JaTy POKAeHMUs U
MecTOHax0>KIeHWe, M COCTaBUTh 0a30Boe IpecTaBIeHNe.
BY}]I)TE OCTOPOJKHbBI C 3AIPY>KEHHBIMW M3 MHTEPHETA

OBBEKTAMM.

OcHoBHas 1esIb KMOepIpecTyIIHUMKOB - 00OMaHHBIM IIyTeM 3acTaBUTH
MoJIb30BaTesisl 3arpy3UTh BpeJOHOCHBIe IMporpaMmbl. BpegoHocHbIe 1po-
rpaMMbI MOTYT OBITH 3aMacKMpOBaHBI IOJ pa3JIM4Hble IPMIOXKeHNUs, OT
NOMYJIAPHBIX UTP 0 IIPWMII0KEeHUN IJIsI IPOBepKM TpadmKa I IIOTOabL.

BpenoHocHBIe IIporpaMMbl HaHOCAT YyIlep0: HapymIaloT paboTy
yCTpOVICTBA, KpaAyT JIMIHbIe JaHHBIE, IIPedoCTaBIAI0T HeCaHKIIMOHVPO-
BaHHBIN JOCTyIl K KOMIIBIOTepy. bynabTe ocTopoXKHBI IIpHU 3arpy3Ke o0beK-
TOB Ha YCTPOVICTBO, 3arpy>kayiTe KOHTeHT TOJILKO M3 HaJe>XHBIX MM odu-

IOVMaJIBHBIX MCTOYHWMKOB.

BYIBTE OCTOPOXKHbBI C MH®OPMALMEWN, ITYBJIMKYEMOJI B
VIHTEPHETE.

B uHTepHeTe HeT BO3MOXXHOCTH yJajieHMs OIIyO/JIMKOBaHHOM MH(OP-
Manun. Bce omyOsmKoBaHHBIE KOMMEHTapuM ¥ WM300pakeHMsI MOIYT
HaBcer/Ja OCTaTbCsA B CeTM, MOCKOJIBKY IpM yOajleHuy OpuUIMHaIa He IIpo-
MCXOOUT yAaleHue KON, KOTOpble MOIJIM cAeJiaTk ApyTIue I10/1b30BaTe-
JIN.

Tak >ke OyabTe OCTOPOXKHBI, IyO/IMKYsI JIMIHYI0 MHPOpMaIIMIO B MH-
TepHeTe: He YKa3bIBalTe aJpec M JaTy poXKAaeHNA B Omorpadpmdeckmnx qaH-
HBIX COLIMAJIbHBIX ceTell. B peanbHOM >XM3HM BBl ObI He cooOIIaIM JIM4-
Hble JaHHble He3HaKOMIlaM, aHaJIOTMYHO He cjIeayeT IIyO/JIMKOBaTh MX B
MHTepHeTe U AejIaTh JOCTyIIHBIMM MIWIJIMOHAM MOJIb30BaTesIe.

CobOnromariTe  OCTOPOXKHOCTHP MNpM  MHOpedocTaBJeHUNM  ajpeca
371eKTpOHHON I104Thl. IlosIe3HO MMeTh AOMOJIHUTEJILHYIO BpeMeHHYIO
Y4eTHYIO 3allMiCh 3JIeKTPOHHOV IIOYTHI, MICHOJIb3YyeEMYIO MCK/IIOUMTETHHO
U1 perucTpanvm m noamvckn. OHa J0/DKHa OT/IM4YaThkes OT pabodernt u oT

VICTIOJIB3YyeMOM AJIsl HePenmcKN ¢ APY3bsIMU U OJIM3KMMM.

*MaTepuaJibl MOATOTOBJIEHBI C UCNIOJIb30BaHUEM UHTE
«Jla6opaTopus Kacnepckoro». -Pexxum gocrymna: https://




@ IIEPEITPOBEPSVITE HAVIEHHYIO B IHTEPHETE
VH®OPMAIINIO.

K coxxaneHwio, B WMHTepHeTe IPUCYTCTBYeT OO0JIbIIIOe KOJIMIECTBO
MoAe/IbHBIX HOBOCTEV M JIOKHBIX cBeleHMI. B 1moToke mosrydaemon
e)XeTHEBHO MHoOpMaIMu JIeTKO MoTepAThcA. EciM BbI cOMHeBaeTech B
IIOCTOBEPHOCTH IIPOUNUTAHHOV MHGOpMaLIMM, IIpoBeaNTe COOCTBEHHOE VIC-
cJlelOBaHMe M yCTaHOBUTe peasibHble ¢dpakThl. Ha Hame)kKHBIX Beb-cariTax,
KaK IIPaBWJIO, IIPUMBOIATCS CChIJIKM Ha II€PBOMCTOYHMKY, a Ha IMOO0O3pU-
TeJIBHBIX CTPaHMIIaX BOOOIle He IIpMBeIeHO HMKAKMX CChIOK.

VICIIOJIb3YVITE HAIOEXHOE AHTUBVPYCHOE PEIIEHUE wu
PEI'YJIAIPHO OBHOBJISIVITE ETO

ITommmMo coOIr0IeHMsI peKOMeHarmi 1o odecrieueHMIO 0e30IIacCHOCTH
B MHTEpHeTe, BAXKHO VCII0/Ib30BaTh Ha/le)KHOe aHTMBVPYCHOE peIleHMe.
IIporpamMHoOe oDecrieueHve 1151 0e30IaCHOCTM B MHTEpPHeTE 3alllMINaeT
yCTPOVICTBA M JaHHBIE M OJIOKMpYyeT He TOJIBKO pacIpocTpaHeHHbIE YyIPo-
3bl, TaKMe KaK BUPYChI ¥ BpeIOHOCHBbIe IIPOrpaMMbl, HO M KOMILIEKCHbIe
aTaK¥ C VICIIOJIb30BaHMEM HNPMJIOKEHU-IIIIMOHOB, MM POBaIbIINKOB U
Me>KCaTOBOTO CKPWMITHHIA. AHAJIOTMYHO OIEPaIllMOHHBIM CHCTEMaM WU

INPWIOKEHMAM, TaKXKe Ba’>KHO peryJjisipHo OOHOBJISATH AaHTUBUPYC JIsA 3a-

IIVUTHI OT HOBEMIINX KNM0epyrpos.
@ OLIEHUTE "1 O3BHAKOMTECDH C ITAPAMETPAMMU U ITIOJINTU-
KAMW KOH®OUAEHLIVMAJIBHOCT.

MHuormue w3 Hac INPpUMHVMMAIOT IIOJIMTUKU KOHCI)I’II[EHHI/I&J’IBHOCTI/I, HE

guTasa. OgHaKO OrpOMHOe KOJIMYeCcTBO JaHHBIX 00pabaTbiBaeTcsi B MapKe-
TUHIOBBIX U peKJIaMHBIX IIeJIsIX, I03TOMYy peKOMeHyeTcsI 03HaKOMUTHCA ¢
NOJINTUKaMM KOH(pMIeHIIMaIbHOCTH MCIIOIb3yeMbIX BeO-caliToB M HIpu-
JI0>KeHUM ¥ OHATH, KaK cO0MpaloTcs M MCII0/Ib3yI0TCsI JaHHbIe.
@ BYObTE OCTOPOJKHBI ITPM1 3SBHAKOMCTBAX B MUHTEPHETE.
Bammm mHTepHeT-3HaKOMBIe He Bceraa sIBJISIIOTCS TeMM, 3a KOro ceds
BbIAal0T. OHM MOTYT Oa’ke He SIBJIATBHCS pea/IbHBIMM JTIOObBMU. Vcrionb3ys
noanesIbHbIE IIPOPWMINM B COIMATIBHBIX CeTsIX, 3JI0yMBIIIJIEHHUKN
OXOTATCA 3a HEOCTOPOKHBIMM II0JIb30BaTeIsIMM C IIeJIbI0 KpaXkm WuX
cpencrB. K conyasibHOV )XKM3HM B MHTEPHETE CTOUMT OTHOCUTBHCSI C TaKOM

7Keé OCTOPO’KHOCTBhIO, KaK 1 K COLIMAJIBHOM >KM3HW B peaIbHOM MHpe.

*MaTepuaJibl MOATOTOBJIEHBI C UCNIOJIb30BaHUEM UHTE
«Jla6opaTopus Kacnepckoro». -Pexxum gocrymna: https://




OKCTPEMW3M nu TEPPOPU3M
B ceTn VIHTepHeT

MBY 4O «4JAdT» Opuada»

bospmiast yacTe npecTynyIeHn i, coBepIllaeMbIX ¢ MoMoIIbI0 VIHTepHeTa,
SAIBJISIIOTCA KOPBICTHBIMM - Kpajky, MOIIeHHM4YeCcTBa, BHIMOIaTe/IbCTBO.
OnHako wcoJIb30BaHMe BBICOKMX TeXHOJIOIMI IIO3BOJIsIeT TakKoKe
TOTOBUTBE W OCyIHeCTBJIATh TeppOpPUCTUUEcCKMe aKThl, COBepIllaTh
3KCTpeMMCTCKMe JeViCTBWs, Hecylmiue yrpo3dy o0OmecTBeHHO
Oe3o0mmacHOCTH, >XM3HM M 37I0POBBI0 OOBIYHBIX Ipa)kdaH, e ObI OHM HU
HaxoOWWINCh, PacIpoOCTpaHATh W IPOIIaraHAMPOBaTH 3KCTPEMMUCTCKYIO

naeo0/I0TMI0, BOBJI€EKAasi B IIPOTMBOIIPABHYIO OesT€/IbHOCTh HOBBIX YJI€HOB.

Hapsny ¢ co3manmneM u noagep>kaHveM cOOCTBeHHBIX MHTepHET-CaliTOB
MpoNaraHaycTbl Teppopa MpaKIMKYIOT paboTy Ha dopyMax, B coIlasib-

HBIX CeTsX, IIopTalax 00Iero Jocrymna.

CTouT 0TMETNUTBH, YTO B IIOCIeJHee BpeMs B KauecTBe IUIaTdOpMBI O
COBepIIeHMsI 3KCTPEeMMCTCKMX IPecTyIVICHUM C WCIOJIb30BaHMEM CeTH
VIHTepHeT Bce uallle WMCIIOJIB3YIOTCS TaKue MecceHIKepbl, Kak Viber,
WhatsApp u Telegram. D10 cBsi3aHO B IepBYIO OUepeab C TeM, YTO JaHHbIe
MpOrpaMMBbI II0JIB3YIOTCSI OCOOBIMM MeTomaMM Mm@ poBaHMs COOOIIeHMI],

KOTOpbI€ HE IIOAOaI0TCs OTC/IEJKMBAHWMIO M B3JIOMY.
Kak BBIMIAOUT 3KCTPEeMMUCTCKUI MaTepyat?

KOHe‘IHO, IIpU3HaThb TOT WUJIM MaTepHal IKCTPEMUCTCKMM MOXKeET TOJIb-
KO ¢ya, HO 3HaThb M YMEThb HaxXOOWUTh IIPpU3HaAKM IKCTpEMM3Ma JOJIPKE€H
YMETb Ka>KIbIM. VITaK, IKCTPEMUCTCKMM SIBJIsA€TCA TEKCT, BMIEOPOJINK,

ayavos3anmck, ¢pororpadmsa, pUCyHOK M T.IL., €CJIM B HUX COJeprKaTcs:

1) Opu3bIBbl K M3MEHEHMIO I'OCYAAPCTBEHHOI'O CTPOsI HaCMJIBCTBEHHBIM
IIyTeM (T.e. IIpU3bIBbI K P€BOIIOIINY, K BOCCTAaHMIO, K HCIIOBMHOBE€HMIO 3a-

KOHHO I/I36paHHOI7I BJIaCTH, a TaK)Ke COOCTBEHHO 3Ta ,H,'eHTeJ'II)HOCTB);




2) mpu3bIBBI K OCYIECTBJIEHUIO TEPPOPUCTUIECKOV AeATeTbHOCTH VIV
nyOJIMYIHOe OoIpaBIaHMe TeppopM3Ma, B TOM 4WMcjIe C WMCIIOJIb30BaHMEM
CpencTB MaccoBOVI MHGoOpMaumm (Mo 3TVM IIOHMMAaeTCs 3asBJIeHNE TOTO
WJIVM MHOTO JInIia (MCTOYHMKA) O IIPM3HAHUM MIEe0JIOTUM M IIPAaKTUKM Tep-

Popvi3Ma IIpaBUIbHBIMWY, HY>KIAaIOIIIMMMCA B IIOOOEPIKKeE U I'IOILPEDK&IHI/II/I),’

3) BO30y>KIeHMe cOLMaJIbHOV, pacoOBOV, HAIMOHAIBHOV WIN peIuru-

03HOVI PO3HM (IIPMU3BIBBI K yOMUVICTBY, M30MeHWMIO M/IVM BBICEJIEHUIO JINI]

oIIpeeIeHHOV HaIlMOHAIBbHOCTH MJIV BEPOMCIIOBETAH);

4) IIporaralniga MCK/IIOYUTEIbHOCTH, IIPEBOCX0CTBA JIM00 HEIIO/JTHOIICH-
HOCTHM YeJIOBEKa II0 IIPU3HaKYy €ro COLIMAJILHOM, paCOBOﬂ, HAalMOHAJIBHOM,

PeIMIMO3HOVI MJIN SI3bIKOBOV IIPVMHAAIe)KHOCT.

Ecriu B yBMOEHHOM BaMM MaTepuasie IPUCYTCTByeT XOTs
OBl OOVMH M3 NepeuNcIeHHBIX IIPU3HAKOB - OTHOCUTCA K

HeMYy Ha10 C IIOBBILLIEHHOM HaCcTOPO>K€HHOCTbIO.

OmnacHocts VIHTepHeT-3KCTpeMM3Ma COCTOUT B TOM, UTO OH He MMeeT
TepPUTOPUAIBHBIX I'PAaHMUII, IO3TOMY AeAHMSA 3KCTPEMMUCTCKOV HaIlpaB-

JIECHHOCTVM MOTYT OCyIeCTBJIAThCSA M3 JIF000V TOUKU MUpa.

Kak npaBnsio, 00Hapy>XUTh BUHOBHBIX B MH(pOPMAIIMMIOHHOM IIPOCTPaH-
cTBe ceT VIHTepHeT OUeHb CJI0JKHO, TaK KaK OHM JIeVICTByeT depe3 OOMH
WIM HeCKOJIBKO KOMITBIOTEPOB C M3MeHEeHHBIMM (C IIOMOIIBIO CIIeIIaIb-
HOTO IIporpaMMHOro oOecmeudeHwms) I[P-ampecamm, 49TO 3aTpynoHsieT mX
UAeHTU(UKAOMIO M oIIpeesleHNe MeCTOII0I0KeHMsI 1 o0eclieunBaeT BbI-
COKYIO cTelleHb aHOHMMHOCTH. PAf calfToB 3KCTPEMMCTCKMX M B3aMMoev-
CTBYIOIIIMX C HUMW TeppoOpUCTMIecKMX (pOpMMUPOBaHMI CO3JAI0T CaMThI-
«OOHOOHEBKNM», MEHSIIOT ux ¢opMaTbl M aapeca, YTO CYIIeCTBeHHBIM

o0pa3oM 3aTpyaHsAeT paboOTy 110 VX BbISIBJICHUIO.




Kak He momacTs o BIMsIHME IKCTPEMUCTCKUX N

TeppopUcTUYecKMX opraam3aumui B cet VIntepHer?
=.=> B HacTrosmiee BpeMsa Bce OpraHmMsanuy, OdeVICTBYIOIIMe Ha
Tepputopumn Poccun, B 00sA3aTesIbHOM IOpsiAKe  IIPOXOIAT
perucrpanuio B Muamcrepcrse rocruaumn Pd.
Ha carvrtre 3T0r0 MMHMCTEpCTBA B CBOOOTHOM JOCTyIle HAXOOMTCA CIIMCOK
TaKMX OpraHM3alluil M TaK>Ke ecTh IlepedyeHb OpraHmu3alinii, IpU3HaHHbBIX
TEPPOPUCTUUECKMMM ¥ 3KCTPEMMUCTCKMMM, OeATeJIbHOCTh KOTOPBIX Ha

Tepputopumn Poccurickont Penepanmm 3ampelneHa (3Ty MHd@OpMaLnio

MO JXHO HNOJYyYUTH m 0
httpy//www.fsb.ru/fsb/npd/terror.htm).

Ecau BbI 06H&py>KI/I.TII/I, YTO BacC 3aMHTEpecOBaIN

MaTepuasIbl OpraHM3aluy, BK/JIIOYEeHHON B CIIMCOK
3alpelleHHBIX Ha TeppUTOPUNM HaIlleyl CTpaHbl, OT @
IocenieHms ee caiiTa, a TeM Oosiee OT KOHTaKTOB C ee P
npeacTaBUTeIsIMM cjlefyeT BO3Iep>kaTbcs. B IpoTMBHOM ciiydae BB,
He3aBUCHMMO OT BaIller0 COOCTBEHHOIO >JKejlaHMsA MoOXKeTe OKa3aTbCs
BOBJIEUEHBI B ee JeATeJIbHOCTh M PaHO MJIM I030HO OyaeTe IpUBJIedeHbI K

OTBETCTBEHHOCTVU 3a CBOU IIPOTMBOIIPpAaBHbIE ITIOCTYIIKMN.

%He BCTYHaﬁTe B II€epeIlCKy WIu BHUAeOo-daT ¢ He3HAKOMBIMU BaM

JIIOOBbMM, 0CO0O€HHO ecjIM OHM BBICKa3bIBAKOT MeM 3KCTPeMMCTCKOIOo
TOJIKA, C IPMU3bIBaMM K HaCMJIbCTBEHHBIM JeVICTBUAM, OCKOPOIeHMAMNI U
YHVDKEeHMsAMM II0 IIpM3HaKaM pachl, M0J1a, HaIlMOHAJIBHOCTH, PeINImos-
HOVI IIPMHAAJIe>KHOCTH MJIV aTeUCTUYecKnx yoeokaeHmi 1 T.1.

Ecsii Bce >Ke TaKo¥ AyMasIor Havasics, IOMpPOCHUTe MpeacTaBUThCs Ballle-
ro codbeceJHMKa M CIIPOCUTe, KaKyI0 OpraHM3alMnIo OH npeacrasiseT. Ilpn
3TOM He WCKJIIOYeHO, YTO Bac OOMaHYT M CTaHyT BblJaBaTb ceDs1 3a
opyroro. B Takom cuTyaumum Ipoao/DKeHMeE — B3aMMOOEVICTBUA
HeJONyCTMMO, IaXKe ecJaM Bbl pasjdesisieTe wuaeu cobecedHMKAa WJIN
y0e>xmeHBI B CBOeVI IIpaBOTe M cTpeMuTech nepeydeanTts ero. OnbeITHOMY
NpoIIaraHAMCTy, IpolleqnieMy cIIelVaJbHYI0 II0OArOTOBKY, He COCTaBWUT
00/1pIIOr0 Tpyda HaBsi3aTh BaM 4y KIble HEeHHOCTU U MAeN, IIPOTHMBOCTO-

ATHh KOTOPBIM 6y21€T O4Y€HDb CJIOZKHO.




=_.>I/IMeI7ITe B BUOY, YTO 3KCTPEMMCTCKNE M TeppopucTHUIecKie IPyIIIbl

HAIMOHAJIMCTUYeCKOTO ¥ PeJIMIMO3HOI0 TOJIKa HepeaKo MacKMPYHOTCs
nop, «0e300naHBIe» 00MIecTBeHHbIe OpTraHM3aliiM, JesATeIbHOCTh KOTOPBIX
Ha IepBBIX IOpax orpaHUYNMBaeTcs 3a00TOM 00 oxpaHe OKpy>KaloIlen cpe-
Ibl, cTpeMJIeHMeM K 3J0pOoBOMYy 00pa3y >KM3HM, COXpaHEHWMIO ceMeMHBIX
IIeHHOCTeVl, IIPOBeJeHNI0 MYy3bIKaJIbHBIX M MHBIX dpecTuBasien M T.1., 9TO
caMo 110 ce0e HMKAKOM yrpo3bl 00mecTBy He HeceT. Ho Ha KakoM-To 3Tame
OHM HAYUMHAIOT IIPOSBJIATH CBOIO MCTMHHYIO 3KCTPEMMUCTCKYIO CYIIHOCTH,
¥ B 3TOM cJIy4dae 10007 KOHTaKT ¢ HUM JOJDKeH OBITh ITpeKpalllieH, KaKoe
OBI mcMxosI0rMvIecKoe JaBjIeHVe OHM Ha Bac HM OKa3bIBaJIn.

B ToM ciiydae, ecsii BBl YyBCTBYeTe, UTO BaM CJIOXKHO caMMM IIPUHATH
TaKoe pellieHune, cjiegyeT 00paTUThHCS 3a IIOMOMIBIO K JIIOAsIM, KOTOPBIM BBI
Oe3yc/10BHO I0OBepsieTe, MJIM B COOTBETCTBYIOIEe TOCyJapcTBeHHbIE Opra-

HBI BJIACTM.

%> IlomHMTE, UTO Ballle ydacTue B AesATeIbHOCTH JII000V OpraHmM3aIii:

IIOJINTUYEeCKOVi, 00IIIeCTBEHHOM, PeJIMTMO3HOM M T.I. - HeIloCpeaCcTBeH-
Hoe (odd1artH) mam B cetr VIHTepHeT - 3TO Balll JIMYIHBIN BHIOOP, 1 HUKTO
He BIIpaBe IIPMHY>KJaTh BaC K TAKOMY y4acTHIO.

IIyOnwm4aHBIM OpU3bIB K 3KCTPEMMUCTCKONM HOesTeIbHOCTU - 3TO TAXKKOoe
npecryiuieHue. Eciiv ipuseIB coestaH B VIHTepHeTe, TO HaKa3aHMe 3a HETrO
- 10 5 j1eT IpMHYAUTEIbHBIX pabdOT M1V INIIeHNM CBOOOIBI.

IIpu 3TOM NIpU3BIB He0OsI3aTeJIPHO JO/DKEH MMeTh YeTKyI0 IpaMMaTH-
qecKyloo ¢opMy, cOOTBETCTBYIONIYI0 MNPU3BIBY, BCAIKOIO poJa HaMeKM Ha
Heo0X0aMMOCTh caesiaTh TO-TO M TO-TO TOXKe MOIYT ObITh COYTeHBI IIPU3bI-
BOM.

Hu B KoeM ciTyuae He cjlelyeT HaMeKaTh Ha JKeJlaTeJIbHOCTH (11 TeM 0o-
jlee HeOOXOOMMOCTD) IIEPeBOPOTa, cellapaTmu3Ma, Teppopu3Ma, BO30y Kae-
HUA BpaXKObl K KaKMM-TO IpyImaM WM MX OUCKPUMWMHAIIVMM, CO3TaHWMI
JIIO0OBIX CWJIOBBIX IIOMEX OpraHaM BJIacTH,

COBepIIeHMs JTI00bIX MpecTymIeHniI 10 MOTMBaM
BpaXX/Jabl K KaKoOM-TO HaIlMOHAJIbHOW,
peIurnosHon w T.I. I'pylIie, JeMOHCTpalMi 3a-
IpenieHHOVM CMMBOJIMKM WU PVMHAHCUMPOBaAHMS

BCEro repeumncjIeHHOoro .




